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PROVEN TOOLS

TO USE FOR A BASIC VULNERABILITY
ASSESSMENT OF YOUR WEB
APPLICATIONS
And uncover up to 99 firewall-evasive network
security flaws, even without cybersecurity
experts on your team.
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“Our Web Host will add more security
features”
Instead of saying “Ok”
ASK
Which ones?
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You’ve come to the right place.
There have been numerous documented examples
of Zimbabwean government and company websites
being hacked over the last ten years. Now, anyone
can get hacked, but it's the reaction to being
breached that’s been surprising.
Organizations are indifferent when their websites are
hacked because they feel it’s "insignificant”. It’s a
problem for their marketing/communications
department, not a threat to firm data or business
applications or systems.
The typical response is "...yes, we've been hacked,
but it’s not a big deal and we'll take care of it."

Nowadays, explaining that your website and your
banking (and online banking) website are two separate
systems is not enough anymore.
The fact that someone entered and defaced your internet
property doesn’t install any confidence at all in the
security of your technical products, whether they are
online or mobile banking.

Your organization can lose millions of dollars if you put
too much trust in your web host or firewall safe guards.
Hackers are constantly finding new attack methods
which can easily bypass even the most hardened of
firewalls.

So does your organization need a vulnerability assessment?
No, not anti-virus scan, a real vulnerability assessment!
Don’t know what that is? Let’s get started
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WHAT IS VULNERABILITY ASSESSMENT?

Vulnerability Assessment is the scanning of an application and its diverse components, proactive identification
of vulnerabilities and assessing the nature and potential magnitude of a successful exploit of each of the
vulnerabilities.
To explain the concept, we’ll use a metaphor.
As an example, your home can have several access points. It will include doors, windows, and other features.
These are required to let you to enter and exit the house. However, you only want individuals you know, such as
family or friends to access your home.
To achieve this, you investigate the possibility of someone breaking into your home. If you believe there is a risk
of a break-in, you could make the decision to install window bars or a security camera.

Make the case in your organisation
IT vulnerabilities can affect any organization of any size, in any industry across the world. The Verizon 2021 Data
Breach Investigations Report provides some sobering facts on threats and intrusions, including:
• Breach simulations found the median financial impact of a breach is $21,659, with 95 percent of incidents
falling between $826 and $653,587
• 85 percent of breaches involved a human element, while over 80 percent of breaches were discovered by
external parties
• Phishing attacks increased by 11 percent, while attacks using ransomware rose by 6 percent
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You'll need a vulnerability scanner tailored to your organizations needs to do a vulnerability
assessment. Vulnerability scanners today are extremely powerful. Different scanners can offer a
number of methods to get as much information about a server or application as possible.
A vulnerability scan will show you where you may begin to improve the security of your systems. It may,
for example, inform you that there are packet construction anomalies in your network.

But, remember…
• Having a vulnerability scanner is NOT vulnerability
management
• Scanning for vulnerabilities is NOT vulnerability
management
• You have to MANAGE the vulnerabilities in order for it to be
vulnerability management. You do this by remediating critical
and high-priority vulnerabilities after the assessment.
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“The knock-on effect of a data breach can be
devastating for a company. When customers
start taking t\heir business—and their
money—elsewhere, that can be a real body
blow.”
Christopher Graham, ELT consultant, trainer, author
and speaker on the effects of data breach on a
company
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HOW TO CONDUCT A SUCCESSFUL VULNERABILITY SCAN
The methodology of vulnerability scanning & assessement can be broken down into 5 steps
Ithelpsis
to start
by determining
4) PROBING: The scanner
going
to further
the types of influencers that you
identify if there’s are any false positives, which
should be looking to work with. For
means identifying if theexample,
vulnerability
exists.
here are aeven
few common

1) PORT SCANNING: The scanner will scan
the network and applications to see which hosts
are active and which ports are open.

categories:

2) OPERATING SYSTEM AND SERVICE
DETECTION: The scanner sends out probes to
find out which application is running on that
port, the actual names and version numbers.

5) REPORTING In this stage, you can organize
and publish the results of the scan. Make sure to
customize the report so that technical and nontechnical staff members and executives can
understand the findings.

3) VULNERABILITY IDENTIFCATION: The
scanner is going to compare what it discovers
about each service detected one each host. A
comparison will be made against its database of
known vulnerabilities against those applications
and version numbers it has scanned.
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WHAT ARE THE BEST TOOLS TO USE?

Network Mapper (NMAP)
NMAP allows you to scan your network and identify
individual hosts as well as the services they may be
executing.
Using a script allows you to use various NMAP outputs to
determine whether or not the service you've uncovered
has a vulnerability. To use NMAP, you'll need Kali Linux or
Windows 10 with the ability to install programs like GitHub
Repositories.
There is a simple one line command you can use to see if
there are any open ports on your local network. Type in $
nmap -sV and select the range of IP’s you want to scan
e.g. 192.168.1.1/24 and specify port 80 and you can let
that run. This scan will merely take a few seconds.
You can watch a live demo on how to use NMAP, here.

A screenshot on how to initiate the
NMAP Script
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Nessus
Nessus is a popular vulnerability scanning tool. With
Nessus, you can be up and running in just a few
minutes, and the ability to have recurring scans is a
great way for this product to help you with your security
program.
To navigate Nessus, you can use a web browser and
perform a basic local network scan (or the system you
are running on) by entering your network’s IP address
and clicking the submit button.
But, there is little room to track vulnerabilities or your
efforts over a longer time period; this truly is a point-intime view of your environment unless you upgrade to a
paid version of the product.
You can download the free or paid version of Nessus
(By Tenable) here.
A screenshot of the Nessus Interface

You can watch a live demo of Nessus (Professional)
here.
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Netsparker
Netsparker (by Invicti) is an automated application
security testing tool that makes it possible for your
enterprise to secure thousands of websites and
dramatically reduce the risk of attack.
Netsparker has the capability to find out a vulnerability
and provide the best remediation without printing out a
report.
Netsparker not only has better coverage and web
vulnerability detection than other scanners, it’s also very
easy to use and allows you to automate most of the web
security audit process. Scanning capabilities can also be
integrated with third-party tools.
But, you’ll have less granular control on what URLs to
scan and it can be difficult to configure correctly without
a guide or instructions.

A screenshot of the Netsparker Interface

You can request a live demo of Netsparker here.
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Network Detective Data Collector
Network Detective used by thousands of managed
service providers to prospect and create new revenuegenerating services, demonstrate value to customer and
streamline service delivery.
This tool will help you in solving the problem of trying to
identify all the components that make up your network
so you can support them better and find any compliance
or security issues.
One of its drawbacks, is that reports are not always
conclusive. As a result, you'll need customize the report
to make it more understandable. It can also be difficult to
use the tool across a VPN or a firewall.

You can download the Network Detective Data Collector
here and its instructions.
A screenshot of the Network Detective Data
Collector Interface

And you can request a live demo, by clicking here.
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Burp Suite
Burp Suite is a complete set of tools for conducting
vulnerability tests. Manual and automated tests can be
configured easily. It also acts as a web proxy and allows
you to intercept web traffic making it easy to find
vulnerabilities.
The Burp Suite interface is a great choice for technical
experts, especially penetration testers. But as with any
other vulnerability scanner it can generate a number of
false positives and the user must take the responsibility
to manually check and verify the vulnerabilities.
Moreover, even though a thorough description is given
about the vulnerability it finds on a particular web
application, its overall reporting could be significantly
improved.
You can download the Enterprise Edition of BurpSuite,
here.
A screenshot of the Burp Suite Interface

And you can view a demo of BurpSuite, by clicking here.
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HOW SHOULD THE RESULTS BE REPORTED?

A standardised assessment report must have the following features:
Ithelpsatoway
start that
by determining
1) Executive Summary: The executive summary must be communicated in such
you
the types of influencers that you
understand the severity of the situation and decide on who is adequately prepared to oversee the
should be looking to work with. For
remediation. The executive summary should not be stuffed with technical jargon
that will
confuse
you.
example,
here are
a few common
categories:

2) Colour-Coded Risk Ratings: The report must make use of colour-coding and wording to convey
information on which assets have vulnerabilities that are of critical, high, medium or low priority. This will
allow you to work on which assets are in dire need of a patch update or even need replacement.
3) Methodology: The methodologies used will tell you how the machines were tested and what
vulnerabilities were discovered against them. A step-by-step record will allow your team to recreate an
Internal subject-matter
exploit to ensure that the vulnerability has been addressed.
experts

Celebrity tastemakers

4) Recommended Solutions: Recommended solutions will be provided by testers
how you should go
andon
trendsetters
about remediating problems. So you work on the findings. Rather than you demanding your IT staff or
cybersecurity experts to fix the vulnerabilities identified in the report, instead work on how to manage the
vulnerabilities.
You can view the guidelines for creating a report by clicking here.
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“Users are used to doing their jobs in a very specific manner. The closer
you can align security to how they currently do their jobs, the less friction
there's going to be and the more they're going to trust security is looking
out for them. You also have to have executive support, buy-in from the
senior leadership.
And you have to have the same lexicons, the same language. When I say
risk or threat or vulnerability, they have to understand what I mean by
that. Or I have to understand what they mean in their language. So one of
us has to adapt, right?”
Gary Patterson, Director of Security Architecture at
Home Partners of America, on security speaking the
language of its customers [at SecureWorld Chicago]
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IN A NUTSHELL

When looking for a vulnerability scanning tool, there are three things to keep in
mind:
• Ensure it can define compliance rules based on regulations and standards
relevant to your organization.

• Opt for a tool with an intuitive dashboard that clearly shows risk scores and
reports to help prioritize patching efforts.
• And look for one that can scan your most critical systems and defenses.
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WANT TO KNOW MORE ABOUT EXECUTING AN
EFFECTIVE VULNERABILITY ASSESSMENT PROGRAM?
BOOK YOUR FREE CONSULTATION SESSION!

WARNING: Before you claim your free session you must understand that
vulnerability scans can only be approved and supervised by the right
authority within your organisation. Without authorisation, performing
these scans can be regarded as illegal and subject to a lawsuit.
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